Site-to-Site OpenVPN with
routes

Install

https://github.com/angristan/openvpn-install

First, get the script and make it executable :

curl -0 https://raw.githubusercontent.com/Angristan/openvpn-install/master/openvpn-install.sh
chmod +x openvpn-install.sh

Then run it :

./openvpn-install.sh
Make 2 clients, one called client01 and the other called client02
Then edit server conf and add belllow:

/etc/openvpn/server.conf

client-config-dir /etc/openvpn/ccd
push "route 192.168.2.0 255.255.255.0"
route 192.168.2.0 255.255.255.0 10.8.0.2

client-to-client

/etc/openvpn/ccd/client01

iroute 192.168.2.0 255.255.255.0

/etc/openvpn/ccd/client02

iroute 10.1.2.0 255.255.255.0
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Pfsense Example

import cert

Create / Edit CA

Descriptive narme |

Method Impart an existung Certificate Autharity ¥

Existing Certificate Authority

Certificate data

Certificate Private Key
[optional)

Sarial for next certificate

Add Client
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Elisense

VPN / OpenVPN / Clients / Edit

Sarvers Clienta

Client Specific Overrides

CoasnE=Ee

‘Wizards Client Export Shared Key Expaort

General Information

Disabled

Server mode

Protocol

Device maode

Interface

Local port

Server host or address

Proxy host or address

Promy port

Proxy Authentication

Description

Dizahle this client

Set this option to disable this client without removing it from the list

Peer to Peer { S5LTLE ) ¥

UDP on IPwd only ¥

tun - Leyer 3 Tunnel Mode ¥

tur” mode carriea [Pvd and [Py (C
tap” mode is capable of camrying

the most common and compatible mode across ll platforms.

WAN A
The interface used by the firewsll to originate this OpenVPM client connection

1194

Sat this option to bind to a specific port. Leave this blank or enter 0 for a random dynamic port.

The IP addrezs or hostname of the OpenVPMN sarver

1104

The port used by the server to receive client connections.

ddress for an HTTP Proxy this client can use to connect to a remote server.
CP must be usad for the client and sener protocol.

nane ¥

The type of suthentication usad by the proxy server.

A description may be enterad here for administrative reference (not parsed)

User Authentication Settings

Usemame

Password

Authentication Retry

Leave empty when no user name iz na

=)
=)

Leave empty when no password is needed Confirm

# Dionot retry connection when authentication fails

When enabled, the OpenVPN process will exit if it receives an authentication failure message. The default behevior is to retry

Cryptographic Settings

TLS Configuration

Peer Certificate Authority

Peer Certificate
Revocation list

NI e i ata o

# LzeaTLS Key

& TLS key enhances security of an OpenVPN connaection by requiring both parties to have a common key before a peer can parform a TLS handshake
Thiz leyer of HMAC authentication allows control channel packets without the proper key to be dropped, protecting the peers from attack or
unauthorized connections. The TLS Key do cton tunnel dete.

s not have any effe

----- BEGIN OpenWPN Static key ¥W1-----
fABbAbIE1f35edd30230e 18754 FOTRES
adf30ca22Vaac59fcbbBedSh7 35469F6

ldaa2a87 f3Bc3983ecB19367308fhE54 e
Bch257cldcadldl2d3e7fb5552 c9bdbcD ~
he TLS key here.
' to sign control channel packets with an HMAC signature for authentication whean establizhing the tunnel.

y ig

TLS Encryption and Authentication T

In Authentication mode the TLS key is used only 88 HMAC authentication for the control channel, protecting the peers from unauthorized connections
Encryption and Authentication mode also encrypts control channel communication, providing maore privacy and traffic control channel obfuscation.

openvpr-do ¥

Mo Certificete Revocation Lists defined. One may be created here: System = Cert. Manager = Certificate Revocation
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Revocation list

Client Certificate

Enc ion Algorithm

Enable NCP

HCP Algorithms

Auth digest algorithm

openvpr-docrt (CA: openvpn-do, In Usa) v

AES-128-GCM (128 bit key, 128 bit block) ¥

The Encryption Algorithm used for deta channel packets when Megotiable Cryptographic Parameter (NCP) support is not available

# Enable Megotiable Cryptographic Parameters
Check this option to allow OpenVPM clients and servers to negotiate a compatible set of acceptable cryptographic Encryption Algorithms from those
selactad in the MCP Algarithms list below. 1]

AES-128-CBC (128 bit key, 12E bit block) " AES-128-GCM -
AES-123-CFB (123 bit key, 128 bit block)

AES-123-CFB1 (128 bit key, 128 bit block)

AES-123-CFE8 (128 bit key, 128 bit block)

AES-123-GCM (12E bit key, 128 bit block)

AES-123-0FB (128 bit key, 128 bit block)

AES-192-CBC (192 bit key, 12 bit block)

AES-192-CFB (192 bit key, 128 bit block)

AES-192-CFB1 (192 bit keay, 128 bit block)

AES-192-CFBA (192 bit kay, 128 bit block) - -
Awailable NCP Encryption Algorithma Allpwrad NCP Encryption Algorithmis. Click an algorithm name to remove
Click to add or remowve an algorithm from the list it from the list

The ordar of the zelected MCP Encryption Algorithms is respected by OpenVPM i ]

SHAZS6 [256-bit) v

The algorithm used to suthenticate data channel packets, and control channel packets if a TLS Key is present.
When an AEAD Encryption Algorithm mode is used, such as AES-GCM, this digest is used for the control channel only, not the data channel.
Set this to the same value as the server. While SHAT iz the default for OpenVPN, this algorithm is insecure.

Mo Hardware Crypto Acceleration ¥

IPv4 Tunnel Network

1Py Tunnel Network

IPv4 Remote network(s)

IPw6 Remote network(s)

Limit cutgoing bandwidth

Compression

Topology

Type-of-Service

Don't pull routes

Don't add/remove routes

This is the 1Pvd4 virtual network used for private communicetions between this client and the server expressad using CIOR notation (e.g. 10.0.8.0/24).
The second usable address in the network will be azsigned to the client virtual interface. Leave blank if the server iz capable of providing addresses to
clients.

This is the 1PvwE virtual network used for private communicetions between this client and the server expressad using CIDR notation (e.g. feB0- 6d)
When 52t static using this field, the 2 address in the network will be aesigned to the client virtual imterface. Leave blank if the server is capable of
prowiding addresses to clients.

1Pvd natworks that will be routed throwgh the tunnel, 50 that & site-to-site VPN can be established without manually changing the routing tables.
Expressed az a comma-separated list of one or more CIOR ranges. If this is a site-to-site VPN, enter the remote LAN/s here. May be left blank for non
site-to-site VPN,

Theae are the IPvE networks that will be routed through the tunnel, so that a site-to-site VPN can be established without manually changing the roating
tables. Expressed as a comma-separated list of one or more IPSPREFIX. If this is a site-to-site VPN, enter the remate LAN/s here. May be left blank for
non site-to-site VPN,

Betwean 100 and 100,000,000 bytessec

Meaximum outgaeing bendwidth for this tunnel. Leave empty for no limit. The input value has to ba something between 100 bytes/sec and 100
Mbytes/sec (entered as bytes per second). Not compatible with UDP Fast 170.

Omit Preference (Uze OpenVPM Default) ¥

Compress tunnel packets using the LZ0 algorithm.

Compression can potentially increase throughpat but may ellow an attecker to extract secrets if they can control compressed plaintext traversing the
VPN {e.g. HTTF). Before enabling compression, consult information about the VORACLE, CRIME, TIME, and BEREACH attacks against TLS to decide if
the use case for this specific VPM is vulnerable to attack.

Adaptive compression will dynamically disable compression for & period of time if OpenVPN detects that the data in the packets iz not being
compressed efficiently.

Subnet - One I[P eddress per client in & commen subnet v

Specifies the mathod wsed to configure a virtual adapter IP addresa.

Sat the TOS IP hesder value of tunnel packets to match the encapsulated packet value.

Bare the server from adding routes to the client's routing table
Thiz option still allows the server 1o set the TCPYIP properties of the clients TUM/TAP interface.

Don't edd or remove routes automatically

Do not execute operating system commands to install routes. Instead, pase routes to —-route-up script using environmental variables

Advanced Configuration

Custom options

persist-key; -
persist-tun;

verify-x589-name server FivhalOmfpNlch5d name;
remote-cert-tls server;
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et this to the same value a& the serder. While SHAT 13 the default for UpenyFN, this algonthm 13 iInsecure.

Mo Hardwere Crypto Acceleration T

1Pwd Tunnel Hetwark

1P Tunnel Hetwark

IPw4 Remote network(s)

IPw6 Remote network(s)

Limit cutgeing bandwidth

Compression

Topology

Type-of-Service

Don't pull routes

Don't add/remove routes

This is the |Pvd virtual network used for private communications between this client and the server expressed using CIDR notation (2.g. 10.0.3.0/24).
The second usable address in the network will be assignad to the client virtual interface. Leave blank if the server is capable of providing addreazes 1o
clients.

This is the |Pwb virtual network used for private communicetions between thie client and the serer expressed using CIDR notation (e.g. feB0=/64)
When sat static using this field, the 2 sddreas in the network will be assigned to the client virtual interface. Leave blank if the server is capable of
providing addresses to clients.

|Ped netwiorks thet will be routed through the tunnel, so that & site-to-site WPN can be established without manually changing the routing tables.
Expressed as a comma-separated list of one or more CIDR ranges. If this is a site-to-site VPM, enter the remote LAN/s here. May be left blank far non
site-to-site VPR,

These are the IPvE networks that will be routed through the tunnel, so thet a site-to-site VPN can be established without manually changing the routing
tebles. Expressed as a comma-separated list of one or more IPYPREFIX. If this is a site-to-site WPM, enter the remote LANSs here. May be laft blank for
non site-to-site VPN,

Between 100 and 100,000,000 bytes/sec
Mexirmum outgoing bandwidth for this tunnel. Leave empty for no limit. The input value has to be semething between 100 bytes/sec and 100
Mbytes/sec (entered &= bytes per second). Mot compatible with UDP Fast L0,

Omit Preference (Use OpenVPM Default) v

Compress tunnel peckets using the LZ0 algorithm.

Compression can potentially increase throughput but may allow an attecker to extract secrets if they can control compressed plaintext traversing the
VPN {e.g. HTTF). Before enabling compression, consult information about the VORACLE, CRIME, TIME, and BREACH attacks against TLS to decide if
the use case for this specific VPN is vulnerable to attack.

Adaptive compression will dynamically disable compression for & period of time if OpenVPM detects that the data in the packets iz not being
comprassed efficiently.

Subnet - One |P addreas per client in @ comman subnet T

Specifies the method used to configure a virtual adapter IP eddress.

Sat the TOS IP header value of tunnel packets 1o match the encepsulated packet value.

Bars the server from adding routes 1o the client’s routing table

Thiz option still allows the sarver 1o set the TCPYIP properties of the clients TUN/TAP interface.

Don't edd or remowve routes automatically

Do not execute operating system commands to install routes. Instead, pass routes to —route-up Script using environmental variables

nced Configuration

Custom options

UDP Fast 'O

Send/Receive Buffer

Gateway creation

Verbosity level

persist-key;

persist-tun;

verify-x5009-name server FivhalOmfpMNLch5d name;
remote-cert-tls server;

tls-client;

tls-cipher TLS-ECOHE-ECDSA-WITH-AES-128-GCM-5HAZS6;
tls-version-min 1.2;

auth-nocache;

verb 3;

-

Enter any additional options to add to the OpenYPH client configuration here, separated by semicolon.

# LUgse fast L'0 operations with UDP writas to tun/tap. Experimental.
Optimizes the packet write event loop, improving CPU efficiency by 5% to 10%. Mot compatible with 2ll platforms, and not compatible with OpenVPN
bandwidth limiting.

Default ¥
Configure a 5end and Receive Buffar size for OpenVPM. The default buffer size can be too small in many cases, depending on hardware and network
uplink speeds. Finding the best buffer size can take some experimentation. To test the best value for a site, start at 512KiB and test higher and lower
values

® Both 2 IPvd only & [P only

If you a=zsign a virtual interface to this OpenVPN client, this setting controls which gateway types will be created. The default setting is 'bothl.

3 [recommended) T

Each level shows all info from the previous levels. Level 3 is recommended for & good summary of what's happening without being swamped by
output.

Mone: Only fatal errors
Default through 4: Mormal usege range
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